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Abstract 
Nanotechnology is a dynamic tool that has been endeavored to implement in 
the food industry, especially in pathogen assessment and shelf life 
enhancement. In this connection, this review paper systematically highlights 
the advances in nanotechnology, covering areas such as pathogen detection, 
packaging, and preservation techniques in food safety. In the technical 
aspects, we focus on the recent development of various nanomaterials for 
the monitoring of food pathogens. In this section, the progress strategy of 
nanomaterials-assisted sensing systems, such as SERS and electrochemical-
based sensors, is emphasized, revealing their benefits of high-accuracy and 
sensitivity detection methods. Finally, we address the advancement of 
nanoemulsion technology for food packaging and the preservation of 
pathogens to provide insights into the overall application of nanomaterials 
for food microbiology. 
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1. Introduction 

Microbial contamination of food is a significant global issue that occurs throughout the 
entire food supply chain, from production to sale to the customer (1). The journey that food 
takes with the microbiota involves several steps: growing, harvesting, processing, packaging, 
shipping, and sale; at each point, the opportunity for harmful and spoilage microbes to act 
exists and will proliferate (2,3). The consequences of food microbial contamination extend 
beyond health concerns to include economic implications, such as financial losses, 
considerable food waste, and a decline in consumer confidence (4). Recent data reports the 
nature of this significant concern. Each year, approximately 600 million people globally  
(1 in 10) become ill, with about 420,000 dying from the illnesses that arise from contaminated 
food (5). The treatment cost associated with foodborne illnesses is staggering, especially in 
poorer or middle-income countries, where the treatment cost and wage loss can exceed $110 
billion per year (5,6). In addition to sick and dead people, spoilage and losses due to microbial 
intervention led to the dumping of food, which wastes additional resources and possibly 
contributes to the detriment of the environment (7). One main reason microbes continue to 
enter food is due to biofilms. Biofilms are clusters of microbes that stick to surfaces in areas 
where food is processed, and are harder to clean, kill, or remove than regular microbes (8,9). 
Biofilms can contain pathogenic microbes, causing a continuous contamination response in 
the food area and increasing spread ability within the food production area (10,11).  

In addition, the changing behavior of probable foodborne pathogens makes it difficult 
to control them. New strains are appearing, older ones are coming back, and many microbes 
are becoming resistant to antibiotics and other cleaning agents (3,12). Things like global food 
trade, changing eating habits, and climate change are all making this problem more complex, 
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and so new and better ways to keep food safe are needed all the time (3,11). Consequently, 
food safety, from a preventive and comprehensive standpoint, is paramount. This requires 
strict application of GMP and HACCP, as well as the application and development of 
innovative technologies for rapid and accurate detection, treatment, and prevention actions 
against harmful microorganisms (13,14). The rising demand for improved food safety and 
quality capabilities in light of ongoing challenges with microbial contamination from public 
health and economic standpoints was underscored by the following discussion. Though 
traditional means are beneficial, they generally have limitations regarding speed, sensitivity, 
and the ability to respond to new threats, especially if contamination occurs early or if 
complex food products are contaminated (14). In these circumstances, nanotechnology is 
continuing to show great potential as a powerful and transformative technology to greatly 
enhance food safety during all stages of production and delivery (15,16). By using materials 
at the nanoscale (1-100 nm) that possess unique physical, chemical, and biological properties, 
nanotechnology offers the potential for considerable precision and efficacy in areas such as 
expedited detection of pathogens, superior packaging, and innovative methods of food 
preservation (16,17).  

Nanotechnology is advancing in many different aspects of life and is beginning to make 
inroads into food packaging, where it is revolutionizing conventional packaging (17,18). For 
instance, nanocomposites of nanoparticles/nanofillers and nano clays, metallic nanoparticles 
(e.g., nano-silver or zinc oxide), and carbon nanomaterials (e.g., graphene or carbon 
nanotubes) will contribute to enhancing packing materials, strength, and impermeability (to 
oxygen and carbon dioxide as well as moisture, and UV light) (19–21). Enhanced packing will 
keep the food fresh longer by slowing the reaction with the oxygen (and thus oxidation) in 
the package or food and reducing microbial growth. Nanotechnology will also lead to the 
development of active and intelligent packaging. Active packaging will contain nano-silver or 
nano-zinc oxide, which can be released into food or space around the package to kill bacteria 
and prevent food spoilage from the influences of oxidation (11,19). Intelligent packaging uses 
nano sensors and indicators, which can provide real-time information on whether food is 
edible, has been stored/transported above unsafe temperatures, or if potentially harmful 
bacteria are present in the food. Intelligent packaging typically relies on the following two 
kinds of signals: either a visible color change or a color signal that can transmit to your phone, 
allowing consumers to gain not just the shelf-life (microbial quality) state of the food 
packaging, but also the quality state as well, all of which reduces food waste (22,23).  In food 
processing and formulation, nanotechnology offers several opportunities to increase the 
quality and nutritional value of food products. For example, nanoencapsulation employs tiny 
carriers that may be nano emulsions, nanoliposomes, or solid lipid nanoparticles to protect 
sensitive nutrients, vitamins, minerals, and flavors (24–26). Encapsulating the oil retains the 
ingredient, which may otherwise be destroyed during production or within the storage 
process. It also has the potential to make it easier for the body to utilize/absorb it, drawing 
from the nano encapsulated material, and as such, would help food products offer a longer 
shelf life while still being healthy and stable. The release mechanism of nano-encapsulated 
oil also enables food products to remain preserved with not as any artificial preservatives; 
and ultimately, there is also the potential for using nanomaterials in terms of enhancing taste, 
texture, and mouthfeel in food. For example, nano-additives can help to reduce the amount 
of sugar or salt used within a food while preserving sensory qualities such as taste. For food 
safety and quality control, the application of color from nanosensors and nanobiosensors is 
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being developed to provide fast and accurate testing tools to help detect harmful bacteria, 
poisons, and undesirable substances within food (27,28). Nanosensors take the unique 
characteristics of nanomaterials and enhance their detection capabilities, increase the 
reliability of readings, and significantly accelerate testing when compared to traditional 
methods. The sensors from the nanoscale may include electrochemical or biosensors that 
utilize nanoparticles to increase signals. They can also include optical sensors, including SERS 
(surface-enhanced Raman scattering), and quantum dots. Recently, developments showed 
that photoelectrochemical (PEC) biosensors were particularly effective at detecting 
foodborne pathogens with high sensitivity and could be used in portable, high-throughput 
pace tests (29). The unique approach of detecting harmful microbes at low levels and in real 
time, throughout the course of the food supply, is essential to preventing outbreaks and 
decreasing harm within the food supply chain. Although numerous review articles have 
discussed the applications of nanotechnology in food safety, most primarily focus on 
summarizing different types of nanomaterials or detection platforms. The present review 
aims to provide a complementary perspective on recent advances in nanosensors and 
functional nanomaterials, together with their practical relevance, limitations, and emerging 
trends, intending to offer a clearer and more application-oriented perspective on the role of 
nanotechnology in addressing foodborne pathogen challenges. The subsequent sections of 
this review examine how nanotechnology offers innovative approaches to addressing these 
challenges, with particular emphasis on improving pathogen detection, advancing food 
packaging systems, and strengthening preservation strategies to support food safety and food 
security. 

 

 
Figure 1. Schematic illustration of the nanotechnology-based detection-to-control workflow for food 
safety. 

 

2. Methods 
This review was developed based on a comprehensive survey of the scientific literature 

on the applications of nanotechnology in food safety, particularly for the detection and 
control of foodborne pathogens. Relevant publications were retrieved from major scientific 
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databases, including Web of Science, Scopus, and Google Scholar. The literature search was 
conducted using combinations of keywords such as “nanotechnology”, “foodborne 
pathogens”, “biosensors”, “surface-enhanced Raman spectroscopy (SERS)”, “nanomaterials”, 
“antimicrobial nanomaterials”, and “nano-enabled food packaging”. To ensure the inclusion 
of recent scientific advances, priority was given to peer-reviewed articles published mainly 
within the last 3 - 5 years. Earlier studies were also considered when they represented seminal 
or highly cited contributions that provide essential background for understanding current 
developments in the field. Retrieved publications were screened based on their relevance to 
the primary themes of this review, including nanomaterial-based pathogen detection 
technologies, antimicrobial mechanisms of nanomaterials, and emerging applications of 
nanotechnology in food packaging and preservation. This approach enabled the identification 
of key studies that collectively illustrate recent progress and research trends in nano-enabled 
food safety systems. 

 
3. Foodborne Pathogen Contamination 
3.1. Pathogenic Contamination in Food 

Foodborne pathogen contamination is a serious concern that should be given serious 
consideration to ensure food safety. There are many types of tests available to identify 
contamination, ranging from traditional pathogen growth in a laboratory to new technologies 
that detect pathogens in a short amount of time. All methods have their own mechanisms of 
action, advantages, and disadvantages. When food is contaminated, it indicates that some 
harmful microorganisms are likely present in sufficient numbers to be a health risk. 
Pathogenic gastrointestinal bacteria/disease microorganisms could have come into contact 
with the food anywhere from growing, processing, shipping, or preparing. Pathogens may be 
bacteria, viruses, or parasites and may come from a variety of sources and routes of 
transmission, and may cause a wide variety of illnesses. To reduce the risk of illness, food 
preparers and consumers should practice safe food hygiene, handle food safely, cook food 
thoroughly, and store food properly. Four major categories of harmful microorganisms result 
in food contamination, and Table 1 describes the most common causes of foodborne illness 
outbreaks (30). 

 
Table 1. The common bacterial pathogens contamination in food (30). 

Foodborne Pathogens Characterictics 

Salmonella spp. Found in eggs, poultry, meat, and sometimes vegetables. Causes 
gastrointestinal illness and fever. 

Escherichia coli  Particularly E. coli O157:H7 can lead to severe diarrhea and kidney 
complications. Often found in undercooked beef and raw vegetables. 

Listeria monocytogenes Able to grow at refrigeration temperatures. Particularly dangerous for 
pregnant women, the elderly, and immunocompromised individuals. 

Campylobacter jejuni  Common in undercooked poultry and raw milk. Causes diarrhea and 
fever. 

Clostridium perfringens Causes illness when foods (often meat) are held at unsafe temperatures. 
Clostridium botulinum Produces a potent neurotoxin in improperly canned or stored foods, 

leading to potentially fatal botulism. 
Bacillus cereus Known for two syndromes: vomiting (from rice) and diarrhea (from meat, 

soups). 
Staphylococcus aureus Produces heat-stable enterotoxins in improperly stored foods. 
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Foodborne Pathogens Characterictics 

Shigella spp. Spread via fecal contamination of food or water, often in settings with 
poor hygiene. 

Vibrio spp. Includes V. cholerae, V. parahaemolyticus, and V. vulnificus, typically 
found in raw or undercooked seafood. 

Cronobacter sakazakii Especially dangerous in infants through contaminated powdered infant 
formula. 

 

3.2. Microbial Risk Assessment and Biofilms 
Food spoilage, primarily due to the growth of microorganisms, is a significant problem 

worldwide. It causes significant financial loss and exacerbates food shortages. Although 
people often think of harmful bacteria when discussing food safety, there is a growing 
awareness about how spoilage microbes, especially the biofilms they form, play a significant 
role in food processing areas. The main steps of biofilm formation are shown in Figure 2A. 
Microorganisms are often not just harmful in isolation, as they could be present in multiple 
species, such as Listeria monocytogenes, Staphylococcus aureus, Salmonella species, 
Escherichia coli, Bacillus species, Vibrio species, Campylobacter jejuni, and Clostridium 
perfringens. The ability of these and other microorganisms to form biofilms can be dependent 
on several variables, such as substrate type, temperature, presence of other microorganisms, 
and food or nutrient quantity (31). Recently, Liu et al. (2024) studied the biofilm formation of 
Listeria monocytogenes ST87, a common strain in China, under food characteristics (32). The 
study showed that L. monocytogenes ST87 was able to remain viable and form biofilms in rich 
(beef juice) and poor nutrient (vegetable juice) environments, with the cell counts sometimes 
exceeding 2 Log 10 CFU/cm². Interestingly, biofilm formation happened faster when there 
were fewer nutrients, with higher cell counts seen in diluted vegetable juice compared to 
richer ones. The study also saw that L. monocytogenes ST87 adheres more slowly in rich 
nutrient conditions than in poor ones. Although higher temperatures increased the speed of 
biofilm formation, they didn't greatly affect the maximum number of bacteria in the biofilm. 
In another study, researchers looked at how Enterococcus isolates from Portuguese cheeses 
with Protected Designation of Origin (PDO) status form biofilms (33). These cheeses have 
special qualities that come from the natural microbes in the ingredients and the surroundings, 
without adding starter cultures during making. The study found that all tested Enterococcus 
isolates could form biofilms, which is important for them to stay and grow in cheese factories, 
helping keep the unique microbial environment of those factories. The research also looked 
at how different environmental conditions affect biofilm formation. Usually, higher 
temperatures led to more biofilm production, with 37 ℃ being the best for most isolates, 
especially after 48 hours of growth. Conversely, lower temperatures (4 and 10 ℃) usually led 
to less biofilm growth. Assessing the threat of microbial contaminants and their biofilms as 
contributors to food spoilage is a significant and emerging area of food science. Biofilms are 
complex, based on the resilience of biofilms to the traditional procedures of delivering food 
safety and quality, along with harboring harmful and pathogenic microorganisms, some of 
which are antibiotic-resistant. There is an increasing understanding of spoilage microbes in 
risk assessment models, and several new and diverse approaches continue to be developed 
to enhance the detection and manage the formation of biofilms. Currently, designing new 
materials and technologies includes studying biofilm formation, biofilm resistance to 
treatment, solutions to combat microorganisms, and incorporating better risk assessment 
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systems. These efforts are important to mitigate the economic and human health issues 
related to food spoilage in a sustainable food system. 

 

 
Figure 2. Schematic illustration of (A) Microbial-biofilm formation process. Reprinted from Saharan et 
al. (2024) (34), Copyright 2024 Elsevier. (B) Typical strategies of nanomaterials for biofilm inhibition. 
 

These problems have led to innovations in the detection and control of biofilms. The 
development of nanomaterial-biofilm interaction is a key area of interest in antimicrobial 
therapy, providing new opportunities to address the ongoing issue of microbial biofilms 
(Figure 2B). In settings such as healthcare, industry, and food safety, biofilms, which are 
intricate communities of microorganisms enveloped in an extracellular polymeric substance 
(EPS) matrix, exhibit greater susceptibility to conventional antimicrobial agents and host 
immune responses (34,35). Nanomaterials, due to their special physical and chemical 
properties like a high surface-to-volume ratio, adjustable size, and various functions, offer a 
flexible solution for breaking down biofilm structures, eliminating the bacteria inside, and 
stopping biofilms from forming. 

Nanomaterials and biofilms represent an interesting path for antimicrobial therapy. 
Nanotechnology offers unique and efficient approaches to dealing with infection in prolonged 
infection situations by emphasizing biofilm structure and function. Nanomaterials directly 
targeting biofilms can destroy them through several mechanisms, including antimicrobial 
activity, bioscreening behavior, adhesion strategies, more efficient drug delivery, quorum 
sensing suppression, and environmental damage, which are discussed below. Sharaf and 
colleagues noted that Ag@Fe3O4-NPs exhibited synergistic antibacterial activity against the 
Gram-1 foodborne pathogens Salmonella and Escherichia coli (36). Their results indicated that 
Ag@Fe3O4-NPs were more effective against these microbes than silver nanoparticles (AgNPs) 
or the magnetite nanoparticles (MNPs) alone. Specifically, the minimum inhibitory 
concentration (MIC) of Ag@Fe3O4-NPs was 3.1 µg/ml for S. typhimurium and 5.4 µg/ml for E. 
coli, both of which were lower than the MIC of AgNPs and MNPs. In fact, using the number of 
colony-forming units (CFU) for live bacteria showed Ag@Fe3O4-NPs decreased the viability of 
S. typhimurium by 19% and E. coli by 35%. These results demonstrate that nanomaterials can 
be new and effective antibacterial agents against antimicrobial resistance and food spoilage. 
 

4. Foodborne Pathogen Contamination 
Nanotechnology has the potential to overcome the limitations of current professional 

pathogen detection methods, including time, cost, and the need for specialized laboratory 
equipment (37). The use of nanomaterials in biosensors has significantly improved the 
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quality, speed, and sensitivity of pathogen detection. Biosensors are the hub of many 
detection systems based on nanotechnology, and they work by using a biorecognition entity, 
such as antibodies, aptamers, DNA probes, or phages, combined with a transducer that 
transforms the biological event into an interpretable, measurable signal. Scientists can know 
whether pathogens will be viable food contaminants or not. This prototype applies to 
numerous specific examples, and Table 1 provides an overview of how different forms of 
nanomaterials have been utilized to monitor various foodborne pathogens, including 
bacteria, viruses, and parasites. 

Of different biosensing methods, surface-enhanced Raman spectroscopy (SERS) is a 
unique solution for detecting foodborne pathogens, as it has many more public benefits than 
traditional methods, such as culture methods, ELISA, and PCR. The main advantage of SERS is 
that it can identify as low as single cells/ or attomolar concentrations. SERS achieves this 
ability through localized surface plasmon resonance (LSPR), using metallic nanostructures 
such as gold and silver, to amplify the original Raman signal substantially (38–40). SERS-based 
detection strategies are generally classified into two main categories: label-free SERS and 
label-based SERS methods (41,42). In the label-free approach, Raman spectra are obtained 
directly from intact bacterial cells without the need for external Raman reporters or labeling 
agents (43). Bacterial cells can be detected without external labels because each 
microorganism exhibits a characteristic Raman fingerprint arising from its biochemical 
composition. In contrast, label-based SERS detection employs functionalized nanoprobes, 
commonly referred to as SERS tags. These nanoprobes typically consist of plasmonic 
nanoparticles conjugated with Raman reporter molecules and biorecognition elements such 
as antibodies or aptamers. The biorecognition molecules enable specific binding to bacterial 
cell surfaces, forming sandwich-type complexes that produce characteristic Raman signals for 
pathogen identification (42). SERS markedly enhances analytical sensitivity through the use 
of nanostructured metallic surfaces, which amplify Raman signals by several orders of 
magnitude via plasmonic effects. The signal amplification in SERS mainly arises from two 
mechanisms: electromagnetic enhancement induced by LSPR and chemical enhancement, 
resulting from charge-transfer interactions between the nanomaterial surface and bacterial 
cell wall components (44). These combined mechanisms enable highly sensitive and selective 
detection of foodborne pathogens. Li et al. (2020), created a highly sensitive SERS 
immunosensor for multiple foodborne pathogens, using Escherichia coli O157:H7 and 
Salmonella typhimurium as the target pathogens, with a quick simultaneous detection (Figure 
3A) (45). Their SERS sensor works on Raman tags that do not interfere with biological 
processes, using gold nanorods (GNRs) with aptamers and Raman reporters (Figure 3B). The 
aptamers are the recognition molecules that, along with Raman reporters, help guide the 
GNRs to produce certain shapes to amplify the SERS (Raman signals). There were high 
estimates of recoveries of 95.92 - 105.32% for E. coli O157:H7 and 95.26 - 107.88% for S. 
typhimurium, which were tested on real food samples, including tap water, cucumber, and 
chicken. 

SERS platforms can be functionalized with a wide variety of recognition elements, 
including antibodies, aptamers, DNA probes, and even bacteriophages, allowing both whole-
cell detection and gene-specific diagnostics (46). Compared to fluorescence and 
electrochemical systems that may require complex labeling or signal transduction pathways, 
SERS supports label-free approaches as well as sandwich-type (labeled) formats for higher 
sensitivity. Aptamers and antibodies serve as the primary recognition elements in SERS-based 
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assays due to their high specificity and affinity toward target pathogens. Aptamers offer 
advantages in stability and chemical synthesis, while antibodies are widely used for their 
established binding performance (47,48). DNA hybridization strategies are also employed, 
enabling precise gene-level detection of foodborne pathogens by targeting virulence or 
resistance genes. There are two main SERS detection concepts involving (1) labelled 
(sandwich-type) SERS assays, which provide enhanced sensitivity by incorporating reporter 
molecules and a dual-recognition strategy (e.g., capture + detection probes); and (2) label-
free SERS assays rely on the intrinsic Raman spectra of bacterial components, enabling rapid 
pathogen identification based on spectral fingerprints (41,49). As summarized in Table 2, 
several nanosensors have been developed for foodborne pathogen detection, moving from 
simple single-component sensing systems toward integrated, multifunctional platforms that 
combine magnetic enrichment, plasmonic nanomaterials, biorecognition elements, and 
portable readout devices (50–53). SERS-based nanosensors dominate the field because they 
offer rapid analysis, high sensitivity, and strong performance in complex food matrices. 
However, from an “industry-ready” perspective, the most analytically sensitive systems are 
not always the most practical. Platforms requiring complicated nanomaterial synthesis, 
multiple functionalization steps, or highly customized probes may show excellent analytical 
performance but remain less attractive for routine industrial deployment because of concerns 
related to cost, reproducibility, scalability, and operational simplicity. In contrast, 
nanosensors built on simpler architectures, shorter workflows, portable instrumentation, and 
robust validation in real food samples appear more promising for translation into practical 
food safety monitoring.  

 
Table 2. An overview of selected approaches for foodborne pathogen detection. 

Nanomaterial 
Type 

Detection 
Approach 

Target Pathogen LOD Key Advance Ref. 

AuNPs SERS, SERS 
nanotag 

Staphylococcus aureus 
Salmonella 
Typhimurium 

12 
cells/mL 
9 cells/mL 

Very high sensitivity, 
simultaneous capture, rapid 
assay (~3 h total), portable 
and efficient SERS readout 
concept 

(54) 

SiOx–AgNPs 
composite 

SERS, CAP-
assisted 
SERS 

Listeria 
monocytogenes 

~1,89 
CFU/mL 

Ultra-sensitive, highly 
selective, reproducible (RSD 
~4.6%), scalable low-cost 
fabrication, and effective in 
cheese, lettuce, and meat 
samples 

(55) 

Glass–Ag 
nanoforest 

Label-free 
SERS 

Escherichia coli 
Salmonella 
Staphylococcus aureus 

105-106 
CFU/mL 

High-throughput, label-free, 
good reproducibility, 
multiplex detection, and 
applicable to real food 
samples 

(50) 

Au nanostars Aptamer-
based 
SERS 

Candida albicans 1.21-1.17 
CFU/mL 

Ultrasensitive, rapid (30 min), 
highly specific, reproducibility 
(RSD ≤ 9.5%), excellent probe 
stability, strong performance 
in complex food matrices 

(51) 
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Nanomaterial 
Type 

Detection 
Approach 

Target Pathogen LOD Key Advance Ref. 

Au 
NanoOctopus 

Aptamer-
based 
SERS 

Escherichia coli 1.09 
CFU/mL 

Ultrasensitive, highly specific, 
rapid (30 min) interference-
free detection in real samples, 
excellent performance in 
raspberry juice with 94.33–
108.00% recovery and 1.74–
7.90% RSD 

(52) 

AuNPs  
@Ag-pSi 

Portable 
multiplex 
indirect 
immuno-
SERS  

Escherichia coli 
Staphylococcus aureus 
Bacillus cereus 

5 CFU/mL 
5CFU/mL4 
CFU/mL 
 

Multiplex, sensitive, selective, 
portable, and validated in real 
food samples (53) 

Au@AgNPs Lable-free 
SERS 

Staphylococcus aureus 
Escherichia coli 

34 CFU/mL 
18 CFU/mL 

Rapid, sensitive, reusable, 
low-cost, portable 

(56) 

Au@Fe3O4 
Au nanorod 

SERS 
sandwich 
immunoas
say 

Listeria 
monocytogenes 

12 CFU/mL Sensitive, selective, rapid, and 
effective in milk 

(57) 

MOF Clectroche
mical 
sensor 

Staphylococcus aureus 
Escherichia coli 

1.34 x 105 

CFU/mL 
1.66 x 106 
CFU/mL 

Broad detection capability, 
High porosity and large 
surface area, stability, 
selectivity, and reproducibility 

(58) 

Composite 
nanoenzyme 

Electroche
mical, with 
additional 
smartphon
e-based 
on-site 
detection 

Escherichia coli 3 CFU/mL Portable, highly sensitive, 
selective, stable, reliable in 
real samples, and suitable for 
on-site food safety monitoring (59) 

rGO@AuNPs Electroche
mical 
aptasensor 

Escherichia coli 3.25 
CFU/mL 

Ultrasensitive, selective, rapid 
(60 min of detection time), 
low-cost, good reproducibility 
and stability, and validated in 
real samples 

(60) 

MGO Electroche
mical 
impedance 
aptasensor  

Escherichia coli ~102 
CFU/mL 

Broad detection range, 
enhanced aptamer 
immobilization, 30 min of 
detection time, low 
operational complexity, and 
promise for real-time/on-site 
analysis 

(61) 

AuNPs 
@Fc-ConA  

Electroche
mical 
Sensor  

Escherichia coli 10 CFU/mL High sensitivity and 
selectivity, good performance 
in milk, linear range 10¹–10⁵ 
CFU/mL, reproducible (RSD 
2%), simple dual-recognition 
design 

(62) 

AuNP-
antibody 
@Fe3O4 

SPR  Salmonella 
Typhimurium 

4.2 x 101 
CFU/mL 

High sensitivity, rapid analysis 
(total assay time < 50 min, 
SPR detection ~12 min); high 
capture efficiency (>96.04% in 
PBS and >91.66% in milk) 

(63) 
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We observe that the integration of SERS and other techniques and systems have been 

considered as flexible and dual-mode approaches for portable and real-time pathogens 
assessment in fresh foods (64,65). The current frontier lies in portable SERS platforms 
enhanced by amplification (LAMP, CRISPR), dual-mode approaches (PEC+SERS), and field-
ready sample preparation methods (e.g., wipes, magnetic capture), a major leap for on-site 
fresh food safety. Most recently, a novel and highly effective approach for detecting 
foodborne pathogens by combining surface-enhanced Raman spectroscopy (SERS) with deep 
learning has been proposed by Wang et al. (2025) (66). By leveraging the ADMIN framework 
alongside neural architecture search (NAS), the researchers optimized convolutional neural 
network (CNN) structures to significantly improve the interpretation of SERS data. The 
proposed method incorporates a U-Net-based model enhanced with attention mechanisms, 
which not only improved classification accuracy but also helped the model focus on key 
spectral signatures. The system was tested on 22 different pathogens, where the refined NAS-
Unet model achieved an impressive average precision rate of 92.77%, outperforming 
conventional detection strategies. Furthermore, the study examined the influence of network 
depth on performance and validated the model's robustness using the external Bacteria-ID 
dataset. This work lays a foundation for deploying advanced deep learning techniques in 
microbial diagnostics and offers promising prospects for practical use in food safety 
monitoring. Future efforts will aim to broaden model adaptability and support widespread 
adoption in real-world applications. In other work, a comprehensive, rapid, and field-
deployable system that combines SERS, PCA, DEP, and microfluidics has been recently 
developed to detect and identify foodborne pathogens with high accuracy (Figure 3C)  (67). 
It represents a key step toward real-time pathogen detection tools that are not only precise 
but also practical for on-site food safety screening. In this work, the compact Bruker BRAVO 
handheld Raman spectrometer and small-format DEP-integrated Si/Ag SERS substrates were 
miniaturized and allowed real-sample analysis with pre-enrichment and spectral acquisition 
completed in minutes (Figure 3C).  Also, the limit of detection was achieved down to 10³ 
CFU/mL, suitable for food screening and improved with spectral amplification and PCA 
clustering.  

Recently, Abuhelwa et al. (2024) have proposed a fiber optics-based SERS biosensor for 
rapid multiplex detection of foodborne pathogens in raw poultry (68). A highly uniform and 
repeatable nanoantenna array patterned on a side-polished multimode optical fiber core was 
constructed in an SERS platform system (Figure 3D). The fiber was integrated into a  
3D-printed plastic microstructure with specific ports and a groove to facilitate the polishing 
and patterning processes. The SERS-based sensor exhibited a sensitivity range of 
0.4−0.5 cells/mL for Salmonella typhimurium in raw chicken rinsates, which is a significant 
improvement as it allows for testing large sample volumes without prior enrichment culture.  
The SERS-based sensor successfully achieved the ability to simultaneously detect both 
Salmonella and E. coli O157:H7 in mixed samples. Distinct Raman peaks were identified for 
each pathogen, allowing for highly specific differentiation even in a mixture. 
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Figure 3. (A) Design strategy and fabrication of SERS biosensor for detection of E.coli O157:H7 and  
S. typhimurium, and (B) TEM image of capture of probe-pathogen-SERS tag. Reprinted from Li et al. 
(45), Copyright 2020 Elsevier. (C) Schematic illustration of the preparation of SERS substrate for DEP 
experiment and application to the detection and analysis of food-borne Cronobacter spp.. Reprinted 
from Niciński et al. (67), Copyright 2020 Elsevier. (D) Fiber optics-based SERS sensor platform for food-
borne bacteria detection in raw chicken rinse. Reprinted from Abuhelwa et al. (68), Copyright 2024 
Springer Nature. 

 

5. Antimicrobial Activity, Food Packaging and Preservation  
Nanomaterials have powerful antimicrobial activity due to their small size (1-100 nm), 

large surface-area-to-volume ratio, and ability to interact with microbial membranes and 
intracellular targets. The unique physicochemical properties of nanomaterials allow them to 
act against a wide range of microorganisms, including bacteria (Gram-positive and Gram-
negative), fungi, and viruses. This has far-reaching applications in medical fields, food 
preservation, water treatment, and packaging technologies. There are many ways that 
nanomaterials promote antimicrobial effects, and this is often in various ways at the same 
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time.  Antimicrobial properties of nanomaterials are likely due to many mechanisms, maybe 
as simultaneous events. Antimicrobial nanomaterials, including both inorganic and organic. 
Inorganic nanomaterials are metal-based (e.g., silver (AgNPs), copper (CuNPs), titanium 
dioxide ((TiO₂), and zinc oxide (ZnO)). Organic nanomaterials typically include nano- or micro-
emulsions made from natural entities, including plant secondary metabolites, chitosan, and 
chitin (40). Diverse categories of nanomaterials have numerous antimicrobial modes of 
action, which typically allude to (1) damaging cell membranes. For instance, many 
nanoparticles (NPs) start by binding to microbial cell walls and totally change the way the 
microbes move across their membranes. Acute electrostatic mechanisms (most importantly, 
positively charged NPs such as chitosan or silver) can rupture membranes, which can lead to 
massive leakage of cellular contents. (2) Generation of reactive oxygen species (ROS). Several 
different metal oxide NPs (Most importantly ZnO, TiO₂, CuO & etc), generate many different 
ROS, including hydroxyl radicals (•OH), superoxide (O₂⁻), or even hydrogen peroxide (H₂O₂). 
These ROS elements attack lipids, proteins & DNA to generate oxidative stress and eventual 
cell death. (3) release of metal ions. Several NPs (most importantly silver (AgNPs), zinc (Zn²⁺) 
& copper (Cu²⁺) can release toxic ions that disable DNA replication, disable protein synthesis 
or even disable activities of several enzymes. (4) internalization and internal disability: in 
certain cases, NPs can move through the cells and cause damage to internal structures 
(mitochondria, ribosomes, or degraded DNA). This can disrupt normal functions,  
damage DNA, and even death of cells (like apoptosis or necrosis). (5) in binding to biofilms. 
NPs can prevent bacterial adhesion and biofilm growth, which are typically resistant to 
antibiotics (69). 

Food preservation is composed of processes and techniques that reduce spoilage by 
inhibiting microbial growth, preventing undesirable physical or chemical changes due to 
oxidation, and reducing or inhibiting enzymatic action. Contemporary packaging and 
preservation of food employ novel technology beyond standard packaging and preservation 
methods. For instance, modern food/nanotechnology combinations in polymeric packaging 
and preservation hold promise of added assurances of food safety and enhanced shelf life. 
Nanotechnology and nanomaterials are changing packaging and preservation of food by 
providing enhanced barrier properties, antibacterial reaction with any possible pathogen 
activity due to environmental exposures involving bacteria, components, mechanical strength 
properties, and, crucially, possibly extending life and safety (21,70). The next improvement 
and very promising area is the extended discovery of active packaging systems, which would 
interact with the food or food environment or food packaging elements in order to stop 
spoilage entirely. The study of nanoparticles in various packaging (agro or food package 
permeates) or containing packaging systems (nanomaterial particles into packaging, such as 
AgNPs, ZnO, and encapsulated TiO2) are particularly useful. Ahmadi et al. (2024), investigated 
polyethylene (PCl) films containing 1 % AgNPs and 2% Halloysite Nanotubes (HCNs), 
microbiologically challenged food samples showed reduced microbial activities with films 
compared to control films at low pH values, total volatile basic nitrogen (TVB-N), 
thiobarbituric acid reactive substances (TBARs), and peroxide values (PV) (71). The as-
prepared films containing AgNPs and HCNs could significantly reduce the counts of 
psychotropic and thermophilic bacteria, coliforms, and Staphylococcus aureus by over 2 log 
CFU/g. The integration of AgNPs and HCNs into PCL-based films presents a promising strategy 
for developing antimicrobial, biodegradable, and low-migration packaging for fish and other 
perishable products. Similarly, Eldib et al. (2020) have developed edible coatings composed 
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of chitosan, nisin, and silicon dioxide (SiO₂) nanoparticles to preserve the quality and shelf-
life of fresh blueberries under ambient conditions (72). The coated blueberries maintained 
higher firmness, chewiness, and cohesiveness compared to uncoated fruit. Microbial analysis 
showed significant reductions in molds/yeasts and mesophilic bacteria for coated fruits. For 
control fruits, the coating film reduced microbial counts to 3.60 and 2.73 log CFU/g, 
respectively. The mixture of these three ingredients forms an effective, natural, and non-toxic 
edible coating that enhances harvest quality, extends the shelf life, and delays the senescence 
of blueberries during storage. 

The antimicrobial efficacy of nanoemulsions can be significantly enhanced when natural 
bioactive ingredients are combined, such as essential oils (EOs), leading to pronounced 
synergistic effects in food systems. Nanoemulsions have been widely explored as delivery 
platforms for natural antimicrobial compounds, particularly essential oils such as thymol, 
carvacrol, and eugenol, which exhibit broad-spectrum antimicrobial activity (73,74). 
Importantly, combinations of these essential oils have demonstrated synergistic effects, 
leading to enhanced antimicrobial efficacy compared to individual components. Synergistic 
antimicrobial effects have been widely reported for combinations of essential oils, where 
distinct mechanisms of action complement each other. Phenolic compounds such as thymol 
and carvacrol primarily disrupt bacterial cell membranes by increasing membrane 
permeability and destabilizing the lipid bilayer, thereby facilitating the uptake of other 
antimicrobial agents into the cell (75). This enhanced permeability enables other compounds, 
such as eugenol and trans-cinnamaldehyde, to penetrate more effectively and interfere with 
intracellular targets, including enzymes, proteins, and nucleic acids (76,77). In addition, 
certain essential oil components can induce the generation of reactive oxygen species (ROS), 
resulting in oxidative damage to cellular structures (78). These multi-target interactions lead 
to significantly enhanced antimicrobial efficacy compared to individual compounds, as 
demonstrated in studies reporting synergistic effects. When incorporated into nanoemulsion 
systems, these synergistic interactions can be further amplified due to improved dispersion, 
increased surface contact, and enhanced delivery of active compounds in complex food 
matrices.  

Edible coatings, which are defined as thin layers of material applied to food surfaces, 
are important for food quality, food safety, and food shelf-life. Edible coatings hinder 
moisture migration and gas exchange, and can also act as carriers for active compounds that 
can elicit an efficacy response (79,80). Biopolymers used for functional edible coatings, such 
as polysaccharides, proteins, and lipids, are prevalent in edible coating films (81,82). Edible 
coatings probably contain non-toxic, biodegradable, and safe to eat on food. The properties 
of polysaccharides and proteins include functional groups that enable them to cross-link into 
cohesive and semipermeable films that are barriers to gases, oils, and moisture. Biopolymers 
from two or more diverse classifications are blended, such as protein and polysaccharide, or 
combined with lipids and nanomaterials, to form composite edible coatings (Figure 4). In fact, 
biopolymer-based films generally exhibit acceptable mechanical properties; however, they 
are often inferior to those of conventional synthetic polymers, necessitating the 
incorporation of additional components to enhance performance (83). The incorporation of 
lipophilic compounds such as essential oils has been widely explored, not only for their 
antimicrobial properties but also for their influence on film structure (84). In particular, 
essential oils and their nanoemulsions can act as plasticizing agents, increasing polymer chain 
mobility and thereby enhancing film flexibility and elongation at break. The incorporation of 
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essential oil nanoemulsions may influence the mechanical properties of biopolymer films in 
different ways depending on formulation. Recently, Yu et al. (2022), have demonstrated that 
nanoemulsions can act as plasticizing agents, significantly improving film flexibility and 
elongation at break, while potentially reducing tensile strength due to weakened 
intermolecular interactions within the polymer matrix (85). Therefore, rather than universally 
enhancing all mechanical properties, nanoemulsions contribute to a tunable balance between 
flexibility and strength, which can be optimized through appropriate control of droplet size, 
concentration, and polymer compatibility. At appropriate levels, combining biopolymers is 
beneficial because the biopolymers can maintain or enhance their positive characteristics and 
have functionality tailored to their application, such as a coating with superior moisture 
barrier, mechanical strength, or synergistic antimicrobial activity that will optimize or 
enhance the potential or efficiency of the coating again a food product, in this case food 
products have more favorable storage and shelf-life for the consumer. 

 

 
Figure 4. Biopolymers for edible coatings. 

 
The combination of biopolymers and essential oils, particularly when formulated as 

nanoemulsions, represents a synergistic strategy for developing advanced active packaging 
systems. In such systems, the biopolymer matrix (e.g., polysaccharides, proteins, or their 
composites) provides structural integrity, film-forming capability, and barrier properties 
against moisture and gas transfer (86,87). The incorporation of essential oils in nanoemulsion 
form significantly enhances their dispersion, stability, and bioavailability within the polymer 
matrix due to reduced droplet size and increased interfacial area. This enables more uniform 
distribution and controlled release of active compounds, leading to prolonged antimicrobial 
efficacy (88). As a result, these integrated systems exhibit multifunctional performance by 
improving mechanical properties, enhancing barrier characteristics, and effectively inhibiting 
microbial growth in complex food matrices. Moreover, the nanoscale droplet size improves 
the dispersion and stability of hydrophobic compounds within biopolymer matrices, enabling 
uniform coating formation and controlled release of active agents at the food surface (86,89). 
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This tunability is particularly advantageous for designing application-specific edible coatings 
and packaging films. 

In addition to the antimicrobial function, nanomaterials have been shown to improve 
the barrier properties of packaging which is very important to avoid the transference of gases, 
moisture and light that can affect food quality. An example of this is in clay-based 
nanoparticles such as montmorillonite which have been shown to improve rigidity, flexibility, 
and thermal stability when added to food packaging while maintaining good barrier 
properties against oxygen, moisture, and contaminants (90,91). Recently, Shah et al. (2024), 
synthesized magnetic nanocomposite films using montmorillonite clay (MMT) with agar (AG) 
and magnetic iron oxide nanoparticles (MNPs) for multifunctional applications, which 
included food safety, biomedical, and electrical devices (92).The antibacterial study revealed 
that the composite materials showed excellent inhibition against Escherichia coli cultivated 
on agar with inhibition zone diameters from 10 to 19 mm. 

Intelligent packaging is also a rapidly growing area with the incorporation of 
nanosensors that recognize food safety and quality in real time. These nanosensors can 
observe alterations in the environmental conditions of food, microbial activity, and indicators 
of spoilage (93–95). For example, nanosensors can measure pH, the presence of oxygen, and 
the production of volatile compounds signifying spoilage. This allows consumers to know how 
fresh food is, and would help reduce food waste and food-borne illnesses for those working 
in the supply chain. Intelligent packaging concepts can not only assess food condition, but 
may also provide visible change (such as through coloration) for consumer concerns regarding 
contamination or spoilage. The development of nano-encapsulation and controlled-release is 
also made possible through nanomaterials, in addition to intelligent sensors. Using 
nanocarriers, active compounds (antioxidants, antimicrobials, and flavor enhancers) are 
encapsulated and then released at controlled rates to enhance the shelf life and quality of 
food products (96,97). These nanoemulsions or nanomicelles, can also be developed to 
deliver functional ingredients to selected areas, and ingredients can be released in response 
to environmental exposure to trigger changes. The anticipated benefits from these 
developments are considerable; however, research continues on the safety, migration 
behavior of nanomaterials, and their environmental impact when used in food packaging. 
However, the continuous innovation in this sector promises a future with more efficient, 
safer, and sustainable food packaging and preservation solutions.   

Despite the promising applications of nanotechnology in food systems, safety concerns 
remain a major challenge for its widespread adoption. The potential toxicity of nanomaterials 
depends on several factors, including particle size, shape, surface chemistry, and 
concentration. Due to their small size, nanomaterials may exhibit higher reactivity and 
bioavailability, which can lead to interactions with biological systems, such as oxidative stress 
or cellular damage. In addition, the possibility of nanoparticle migration from packaging 
materials into food raises further safety concerns. The growing application of nanotechnology 
in food systems, including edible coatings, antimicrobial films, and nano-enabled food 
packaging, has raised important regulatory and safety considerations. Regulatory agencies 
worldwide have developed guidance documents to address the potential risks associated 
with nanomaterials used in food-related applications. For example, the U.S. Food and Drug 
Administration (FDA) recommend a case-by-case safety evaluation for nanomaterials 
incorporated into food additives, food contact substances, and packaging materials, 
emphasizing the importance of assessing physicochemical characteristics, potential exposure 
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pathways, and toxicological effects (98). Similarly, the European Food Safety Authority (EFSA) 
has established detailed guidance for the risk assessment of nanomaterials within the food 
and feed chain, highlighting the need for comprehensive characterization, absorption, 
distribution, metabolism, and excretion (ADME) studies, as well as long-term toxicity 
evaluations (99). In addition, international organizations such as the Food and Agriculture 
Organization (FAO) and the World Health Organization (WHO) have emphasized the 
importance of developing harmonized regulatory frameworks and standardized safety 
assessment protocols for nanomaterials used in food systems (100). Despite these regulatory 
efforts, several challenges remain, including limited toxicological data, uncertainties 
regarding nanoparticle migration and bioavailability, and the lack of globally harmonized 
regulations. The limited discussion of nanotoxicity in many nanotechnology-based food 
studies does not necessarily reflect a lack of concern, but rather the complexity of the topic. 
First, exposure scenarios vary significantly depending on whether nanomaterials are directly 
ingested or indirectly introduced through contact and migration from packaging materials. 
Second, nanotoxicity is highly dependent on physicochemical properties such as particle size, 
shape, surface chemistry, and dose metrics such as mass, particle number, or surface area, as 
well as the concept of the “delivered dose” at the biological interface. Third, there remain 
substantial gaps in long-term toxicological data and in studies conducted under realistic food 
matrix conditions (101). Therefore, integrating mechanistic nanotoxicology with application-
oriented studies remains a key challenge for the safe development of nano-enabled food 
technologies. These challenges may influence the large-scale commercialization and public 
acceptance of nano-enabled food technologies, including edible coatings and antimicrobial 
packaging systems. 

 

6. Conclusions and Perspectives 
Nanotechnology has emerged as a powerful resource for enhancing food safety through 

pathogen detection, active packaging, and preservation. The material properties and the 
functional properties of nanomaterials, such as large surface area, increased reactivity, and 
amplifiable functionality, have enabled dependable integration with biosensors, novel 
antimicrobial coatings, and intelligent packaging, which all demonstrated striking 
improvements in aspects of foodborne pathogen detection, such as ease of use, speed, and 
sensitivity. Utilizing nanomaterials in systems like surface-enhanced Raman scattering (SERS), 
electrochemical biosensors, and microfluidics has brought remarkable advances in real-time 
detections even at very low concentrations of pathogen or in complex food samples. 

Furthermore, the development of nano-enabled active and intelligent packaging 
materials has opened up new opportunities for enhancing shelf-life and real-time food quality 
monitoring. Antimicrobial nanocomposites developed from incorporating silver or zinc oxide 
nanoparticles into biodegradable polymers showed strong inhibition of microbial growth and 
were born with environmental sustainability goals. Similarly, the nanoencapsulation of 
bioactive compounds can provide possibilities for controlled consumption, while maintaining 
the nutritional and sensory characteristics of food products during extended storage. Moving 
forward, research should address, among other aspects, the following points. First, the 
biosafety and toxicity of nanomaterials within food systems must be assessed to ensure 
consumer safety and conforming with regulations. Second, further standardization of 
detection methods and regulatory harmonization, both internationally and nationally, will be 
needed for broader uptake of nanotechnology in the food industry. Third, future work should 
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consider further integration with artificial intelligence (AI) and the Internet of Things (IoT) to 
support real-time decision-making and traceability. 

Nanotechnology has the potential to positively impact food systems in terms of safety, 
quality, and sustainability. To allow for the continued definition of laboratory success in 
commercially viable, accurately understood, and consumable food safety applications, it will 
include an unprecedented level of cross-disciplinary collaboration, policy opportunities, and 
technological advancements. 
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